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Master networking fundamentals
and build the skills needed to design,
implement, and troubleshoot
enterprise networks.
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PROJECTS HANDS-ON LABS INDUSTRY CAREER
CERTIFICATIONS ROADMAP
REAL-WORLD PRACTICAL LABS PREPARE FOR STRUCTURED
PROJECTS WITH GLOBALLY ROADMAP
T0 BUILD PORTFOLIC STEP-BY-STEP RECOGNIZED CLOUD TO ACCELERATE YOUR
AND PRACTICAL GUIDED EXERCISES. CERTIFICATIONS.TO NETWORKING
SKILLS. BUILD PORTFOLIC CAREER.
AND PRACTICAL
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1. Create LAB

2. Configures Interfaces

3. Configure Routes

4. Create Policies LAN_DMZ

5.Translation Theory

6.Dynamic NAT/PAT Source Translation
Dynamic PAT - 2 Ways > Using Outgoing int( WAN int Public IP),
Extra Single Public IP

7.Static NAT/PAT Destination Translation
Physical Lab Setup
Create Default Route at WAN_Zone with GW 192.168.1.1

8.Theory & Lab Application, App Override, sub-app, service Based
Filtering

9. Virtual Wire (Transparent Firewall/ L2 Firewall, Bridge Mode)

10.Time Based Filtering

11.User Based Authe using Captive Portal

12.HA Active Standby

13.Site to Site VPN

IPsec IKEv1 & Ikev2 (Profile / Policy Based)

14. Loop back Int & Policy

15. Web Filtering

16. Packet Flow

17. Configure antivirus scanning modes to neutralize malware

threats

18. Configure IPS to

19. SSL Decryption Policy

20. Dynamic Routing Protocol

21. DNS config

22. FSSO config AD Integration
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